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To Members of the Malaysian Bar and pupils in chambers

The Risks and Precautions in Using Generative Artificial Intelligence
in the Legal Profession, Specifically ChatGPT

The Bar Council Technology, Cyber and Privacy Laws Committee prepared a short paper on
“The Risks and Precautions in Using Generative Artificial Intelligence in the Legal
Profession, Specifically ChatGPT”.

While the Bar Council does not endorse or regulate the use of any form of Generative Al
(“GenAI”) including ChatGPT, there may be legal practitioners and staff at law firms who
use GenAl tools to enhance efficiency in the delivery of legal services. The release of
OpenAl’s ChatGPT has shed light on the opportunities and risks posed by the use of GenAl
tools in the legal profession. It is therefore timely to create awareness about specific
considerations to take into account in this matter to maintain ethical standards, protect client
confidentiality, and ensure responsible and informed usage of GenAl in the legal profession.
Legal practitioners must be aware of their duties to the legal profession, clients, the Courts,
and other stakeholders at all times.

Introduction

GenAl is a branch of Artificial Intelligence (““AI”) that learns patterns from existing data and
uses the knowledge to create, generate or produce new and unique output in response to
prompts. These outputs include images, videos, audio, text, and 3D models. GenAl, in its
current forms, appears to have the capacity to revolutionise industries, including our legal
profession, by allowing the creation of unique and personalised content on a massive scale.

However, a balance must be struck in weighing the key benefits and the fundamental risks
involved, as the use of GenAl may affect our legal, fiduciary, and other obligations to our
clients and other stakeholders in the legal profession.

While there are a variety of tools that may be relevant to the legal community, such as:

(1) CaseText;

(2) ContractPodAi;
(3) ChatGPT;

(4) draftme.ai;

(5) LawGeex;

(6) Lex Machina;

(7) Perplexity.ai; and




(8) Ross Intelligence;

the focus of this document is ChatGPT, which is easily accessible for free* and hence, likely
to be the most frequently used tool at present.

*The free version of ChatGPT was only updated with data as of September 2021 when it was
launched to the public. While updates to ChatGPT may be rolled out, both the free and paid
versions of ChatGPT suffer the risks stated in this document. The precautions below apply to
GenAl in general.

Key Uses of ChatGPT in the Legal Profession

(1) Legal Research

Lawyers may commonly seek to use ChatGPT for legal research as it can assist in
identifying relevant cases, legislation, and legal concepts — potentially saving time,
and improving accuracy.

Benefits

Users may find that they are able
to obtain immediate responses to
simple legal or factual questions;
obtain a high-level refresher or
overview of legal concepts and
principles; and gain a starting
point for developing ideas and
arguments.

In short, it saves significant time
and resources.

Risks
ChatGPT cannot:
(a) synthesise long judgments;

(b) provide accurate summaries of factual

scenarios and judgments;
(c) reliably search for cases and/or legislation;

(d) ensure that the cases or legislation provided
exist in reality, even though they are
presented in the correct citation format;

(e) reliably provide case citations. It may create
fake case citations and fictional case
summaries;

(f) reliably provide hyperlinks to case reports,
legislation, and articles; or

(g) reliably make decisions, assessments and/or
evaluations.

Precautions

When using ChatGPT, you must:

(a) independently verify all output;

(b)
(c)

not rely solely on its responses;

verify queries relating to reference dates after the knowledge cut-off date of the

free ChatGPT version (September 2021); and

(d)

still conduct your own research.
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Contract Drafting, Document Review, and Due Diligence

Lawyers may commonly use ChatGPT for quick drafting. ChatGPT also has the
capacity to review documents and conduct general due diligence in broad terms.

Benefits
ChatGPT can potentially be used

to:

(a)

(b)

(©)

(d)

(e)

®

provide the first draft of an
agreement;

review legal documentation
such as contracts and briefs
by automatically extracting
and analysing relevant
clauses and legal terms, and
credibly amend clauses based
on simple instructions;

provide analysis in large-
scale litigation or due
diligence projects, where
there are extensive contracts,
agreements, or other legal
documents to be reviewed;

suggest creative solutions for
crafting contractual language,
based on its voluminous
training data;
explain terminology in a
contract; and

flag relevant issues,
summarise key points, and
suggest possible solutions.

These features allow users to
increase the speed of completing
tasks and save time when contract

drafting

and reviewing

documents.

Risks

(a)

(b)

(c)

(d)

There 1is a serious risk to client
confidentiality, privacy, and intellectual

property if the information is inserted
without the removal of confidential
information,;

Any agreement it generates may be skeletal
and  jurisdictionally = or  practically
inaccurate;

It cannot accurately summarise lengthy
legal documents, or produce summaries
with reference to specific points of
emphasis or specific contexts; and

It is incapable of proper understanding of
legal concepts and principles compared to a
trained legal professional; its responses to
legal queries may be inaccurate or
incomplete.

Precautions

When using ChatGPT, you must:

(a)
(b)

(c)

independently verify all output;

not solely rely on its first draft without a thorough review to ensure relevance,

accuracy, and completeness;

not solely rely on it to assess risks or exhaustively identify red flags in a
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document;

(d) not solely rely on it to make decisions, assessments, or evaluations; and

(e) redact all confidential information and personal data.

Legal Writing and Administrative Work

Lawyers may commonly use ChatGPT as a tool to draft both legal and general content.

Benefits
ChatGPT can potentially be used

to:

(a)

(b)

(c)

(d)

(e)

provide a  grammatically
accurate first draft of letters,
emails, legal briefs, contracts,
and other legal documents;
reflect different tones in such
content, including adopting a
diplomatic, apologetic, and
even contrite tone;

automate  routine  client
communication; provide
updates on legal matters; and
schedule appointments and
meetings; freeing up time to
focus on more complex legal
work;

provide legal information and
explanations  about legal
concepts in a clear and
accessible way, making it a
valuable tool for legal
education; and

provide useful ideas about the
format of drafts.

Risks
ChatGPT may:

(a) occasionally have a robotic or repetitive
voice;

be prone to hallucinations*;

take users’ instructions literally in an
uncalibrated way; so, user moderation is
required; and

retain the information users have provided
as part of its training, posing a risk to client
confidentiality, privacy, and intellectual

property.

(b)
(©)

(d)

*“The generation of outputs that may sound
plausible but are either factually incorrect or
unrelated to the given context. These outputs often
emerge from the Al model’s inherent biases, lack of
real-world  understanding, or training data
limitations.”

~ Bernard Marr, technology futurist

Precautions: When using ChatGPT or other GenAl to draft letters, emails and
documents, as well as perform other administrative tasks, do not solely rely on its
output, as responses may be skeletal, imprecise, uncalibrated, or unmoderated.

Using it for legal work potentially raises ethical issues concerning liability, especially
where there are significant consequences that arise from providing legal advice.

Summary of Key Risks of ChatGPT and GenAl

(@

Risk of Bias

ChatGPT or other GenAl can exhibit biases if they train on data that contains
biases or inaccuracies. This can lead to inappropriate or offensive responses, and




(b)

(c)

(d)

(e)

"

(@

(h)

the data or information they produce may be manipulated to enable unethical or
criminal activity.

Organisations that rely on GenAl models must consider reputational and legal
risks involved in unintentionally publishing biased, offensive, or copyrighted
content.

Lack of Accuracy

The data or content that ChatGPT or GenAl generate must be inspected and
audited. They should not be used without verification from reliable sources under
any circumstance.

Legal Risks to Client Confidentiality, Privacy, and Intellectual Property
Infringement

OpenAl has used third-party content to train ChatGPT. Depending on the output
in any given situation, specific users may be legally liable if the content generated
by ChatGPT (and later used by specific users) is too similar to a third-party’s
content.

Risk of Data Privacy Breach

GenAl models are commonly trained on large amounts of data, some of which
may be sensitive or confidential. If the model is not properly secured, this can
result in data breaches and violations of data privacy regulations.

Unpredictable Behaviour

In the past, GenAl algorithms have exhibited unpredictable behaviours, leading to
unexpected outcomes. This may result in system errors, degraded system
performance, and other issues that are impossible to predict at this time.

Lack of Creativity

ChatGPT is limited to generating responses based on the data on which it had
been trained; it may not be able to generate truly creative or novel responses.

Security Risks
GenAl can introduce security risks in a number of ways:

(1) Data poisoning: If the data used is poisoned with malicious content, it can
lead to the generation of abusive or malicious content by the model,
resulting in fake news, deepfakes, or other types of false information.

(i1) Data privacy violations: If the data used includes access to sensitive data
such as medical records, personal information, a client’s matter or
transaction information, this information can be leaked if the model is
compromised.

Limited Ability to Reflect Emotions and Lack of Empathy

While ChatGPT can generate contextually appropriate responses, it lacks the
emotional intelligence and empathy that a human being possesses, which may be
important in some legal contexts.



Recommendation

If legal practitioners and staff at law firms seek to use ChatGPT or other GenAl tools for
work-related matters, they must take the time and effort to familiarise themselves with the
tools’ capabilities, functions, and potential legal implications. This includes reviewing the
terms and conditions associated with the GenAl tools to be used and the provider’s privacy
policy. All output generated by the systems must be independently verified against
traditional legal databases and confirmed for relevance and accuracy.

If verification or confirmation is not possible, generated content should not be relied upon or
used in the context of a lawyer’s professional responsibilities. GenAl should complement
and not replace the legal profession. Case laws and legislative citations should be verified
where relevant.

Reminder: ChatGPT and other GenAl products should be treated only as guidance tools. As
an advocate and solicitor, you must apply your mind to the questions, answers, problems, or
solutions before you. You must carefully draft your documents. Ultimately, as the appointed
lawyer, you bear responsibility for the content and advice rendered to your client.

Please click here (see pages 7 to 12) to view an infographic summarising the information in
this circular.

Should you have any enquiries about this matter, please contact Norazila Ismail (Kimmy),
Senior Administrative Assistant (norazila@malaysianbar.org.my); or Corina Robert
Mangharam, Officer (corina@malaysianbar.org.my).

Thank you.

Sarah Yong Li Hsien
Chairperson
Technology, Cyber and Privacy Laws Committee
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THE RISKS AND PRECAUTIONS IN USING
GENERATIVE ARTIFICIAL INTELLIGENCE IN THE
LEGAL PROFESSION

Specifically, ChatGPT

IMPORTANT '

The Bar Council Technology, Cyber and Privacy Laws Con.1mittee prepared a short paper on
“The Risks and Precautions in Using Generative Artificial Intelligence in the Legal Profession,
Specifically ChatGPT".

While the Bar Council does not endorse or regulate the use of any form of Generative Al
(“GenAl”) including ChatGPT, there may be legal practitioners and staff at law firms who use
GenAl tools to enhance efficiency in the delivery of legal services. The release of OpenAl's
ChatGPT has shed light on the opportunities and risks posed by the use of GenAl tools in the
legal profession. It is therefore timely to create awareness about specific considerations to
take into account in this matter, to maintain ethical standards, protect client confidentiality,
and ensure responsible and informed usage of GenAl in the legal profession. Legal
practitioners must be aware of their duties to the legal profession, clients, the Courts, and other
stakeholders at all times.

RECOMMENDATION

If legal practitioners and staff at law firms seek to use ChatGPT or other GenAl tools for work-related
matters, they must take the time to familiarise themselves with the tools’ capabilities, functions,
and potential legal implications. This includes reviewing the terms and conditions associated with
the GenAl tools to be used. All output generated by the systems must be independently verified
against traditional legal databases and confirmed for relevance and accuracy.

If verification or confirmation is not possible, generated content should not be relied upon or used
in the context of a lawyer’s professional responsibilities. GenAl should complement and not replace
the legal profession. Judicial and legislative citations should be verified where relevant.



WHAT IS GEN Al?
(Al E

A branch of Artificial Intelligence (“Al");
e Learns patterns from existing data; and
e Uses this knowledge to create, generate or produce new and

unique output in response to prompts, including images, videos,
audio, text, and 3D models.

GEN Al APPEARS TO HAVE THE CAPACITY TO REVOLUTIONISE
INDUSTRIES, INCLUDING THE LEGAL PROFESSION. HOWEVER, A
BALANCE MUST BE STRUCK IN WEIGHING THE KEY BENEFITS AND
FUNDAMENTAL RISKS INVOLVED. IF NOT, IT COULD AFFECT OUR
OBLIGATIONS TO OUR STAKEHOLDERS IN THE LEGAL PROFESSION.

There are a variety of tools that may be relevant to the legal
community, but the focus of this document is ChatGPT, which is

easily accessible for free* and hence, likely to be the most frequently
used tool at present.

*The free version of ChatGPT was only updated with data as of September 2021
when it was launched to the public. While updates to ChatGPT may be rolled out,
both the free and paid versions of ChatGPT suffer the risks stated in this
document. The precautions that follow apply to GenAl in general.




KEY USES OF CHATGPT IN THE LEGAL PROFESSION

l. Legal Research

Lawyers may use ChatGPT for legal research because it can assist in identifying relevant cases,
legislation and legal concepts — potentially saving time and improving accuracy'

Benefits Risks o

Users may use ChatGPT to: Cannot synthesise long judgments

Cannot provide accurate summaries of factual
scenarios and judgments

X

e obtain immediate X

responses to simple legal

or factual questions X Cannot reliably search for cases and/or legislation
 obtain a high-level

refresher or overview of X

legal concepts and

principles
* gain a starting point for Cannot reliably provide case citations; it may create

developing ideas and fake case citations and fictional case summaries
arguments

Cannot ensure cases or legislation provided exist in
reality, even though they are presented in the correct
citation format

x

Cannot reliably provide hyperlinks to case reports,

In short, it saves significant legislation and articles
time and resources.

>

X Cannot reliably make decisions, assessments and/or

evaluations
P
R
E Independently Verify queries concerning 9
A verify all output. matters relating to reference ¢
U dates used by ChatGPT
T Do notsolelyrely g——— -
| on responses H u Conduct your own research. 7\:
o generated by Al. — ¥
N
S




Il. Contract Drafting, Document Review and Due Diligence
Lawyers may use ChatGPT for quick drafting. It also has the capacity to review documents and conduct

general due diligence in broad terms.

Benefits

ChatGPT can:

 provide the first draft of an agreement

 review legal documentation by extracting
and analysing relevant clauses and legal
terms, and credibly amend clauses based
on simple instructions

« provide analysis in large-scale litigation or
due diligence projects, where there are
extensive legal documents to be reviewed

« suggest creative solutions for crafting
contractual language

« explain terminology in a contract

 flag relevant issues, summarise key
points, and suggest possible solutions

X

X
X

X

Hence, it shortens the time taken to draft
contracts and review documents.

Independently verify all output.

Do not solely rely on a first
draft without a thorough
review to ensure relevance,
accuracy and completeness.

Do not solely rely on ChatGPT
to assess risks or exhaustively
identify red flags in a
document.

H
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Risks .'

It poses serious risk to client confidentiality,
privacy and intellectual property if information is
inserted without the removal of confidential
information

The agreement it generates may be skeletal and
jurisdictionally or practically inaccurate

Cannot accurately summarise lengthy legal
documents, or produce summaries with
reference to specific points of emphasis or
specific contexts

Incapable of proper understanding of legal
concepts and principles compared to a trained
legal professional; its responses to legal queries
may be inaccurate or incomplete

Do not solely rely on i oo
> ChatGPT to make decisions, ¥ £ "0

assessments or evaluations. »

1/
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Redact all confidential '6‘
information and personal | l _ \
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lll. Legal Writing and Administrative Work

Lawyers may use ChatGPT as a tool to draft both legal and general content.

4

Benefits Risks ¢
ChatGPT can: X Occasionally has a robotic or repetitive voice
e provide a grammatically accurate first draft
of letters, emails, legal briefs, contracts, and X Prone to hallucinations*

other legal documents
« reflect different tones in such content,
including adopting a diplomatic, apologetic,

X Takes users’ instructions literally in an
uncalibrated way; so, user moderation is required

and even contrite tone X Retains the information users have provided as
» automate routine client communication; part of its training, posing a risk to client
provide updates on legal matters; and confidentiality, privacy, and intellectual property

schedule appointments and meetings,
freeing up time to focus on more complex

*ll . .
legal work The generation of outputs that may sound plausible but

, , _ _ are either factually incorrect or unrelated to the given

* provide legal mformat.lon and explanations context. These outputs often emerge from the Al model’s
about legal concepts in a clear and inherent biases, lack of real-world understanding, or
accessible way, making it a valuable tool for training data limitations.”

legal education ~ Bernard Marr, technology futurist
e provide useful ideas about format of drafts

Do not solely rely on the draft letters, emails and cg
documents ChatGPT produces, or its performance g =
of administrative tasks, as responses may be r E

skeletal, imprecise, uncalibrated or unmoderated.

Using it for legal work potentially raises ethical
issues concerning liability, especially where there
are significant consequences that arise from
providing legal advice.
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SUMMARY: KEY RISKS OF CHATGPT AND GEN Al

RISK OF BIAS

ChatGPT / other GenAl can exhibit
biases if they train on data that
contains biases / inaccuracies.
This can lead to inappropriate /
offensive responses, and the data /
information produced may be
manipulated to enable unethical or
criminal activity.

Organisations that rely on Gen Al
models must consider reputational
and legal risks involved in
unintentionally publishing biased,
offensive, or copyrighted content.

RISK OF DATA PRIVACY BREACH

Gen Al models are commonly
trained on large amounts of data,
some of which may be sensitive /
confidential. If the model is not
properly secured, this can result in
data breaches and violations of
data privacy regulations.

UNPREDICTABLE BEHAVIOUR

In the past, Gen Al algorithms have
exhibited unpredictable behaviours,
leading to unexpected outcomes.
This may result in system errors,
degraded system performance, and
other unpredictable issues.

LACK OF ACCURACY

The data / content generated
must be inspected and audited.

They should not be used
without verification from
reliable sources under any

circumstance.

LEGAL RISKS TO CLIENT
CONFIDENTIALITY, PRIVACY,
AND INTELLECTUAL
PROPERTY INFRINGEMENT

OpenAl has used third-party
content to train ChatGPT.
Depending on the output in any
given situation, specific users
may be legally liable if the
content generated by ChatGPT
(and later used by specific
users) is too similar to a third-
party’s content.

LACK OF CREATIVITY

ChatGPT is limited to
generating responses based on
the data on which it had been
trained; it may not be able to
generate truly creative / novel
responses.

SECURITY RISKS: DATA POISONING AND
DATA PRIVACY VIOLATIONS

Gen Al can introduce security risks in a
number of ways:

 Data poisoning can lead to the
generation of abusive / malicious
content by the model, resulting in fake
news, deepfakes / other types of false
information.

« Data privacy violations: If the data
used includes access to sensitive data,
this information can be leaked if the
model is compromised.

LIMITED ABILITY TO REFLECT EMOTIONS
AND LACK OF EMPATHY

While ChatGPT can generate contextually
appropriate responses, it lacks the
emotional intelligence and empathy that a
human being possesses, which may be
important in some legal contexts.

REMINDER: CHATGPT AND OTHER GEN Al PRODUCTS SHOULD BE TREATED ONLY AS
GUIDANCE TOOLS. AS AN ADVOCATE AND SOLICITOR, YOU MUST APPLY YOUR MIND TO
THE QUESTIONS, ANSWERS, PROBLEMS, OR SOLUTIONS BEFORE YOU.

YOU MUST CAREFULLY DRAFT YOUR DOCUMENTS. ULTIMATELY, AS THE APPOINTED
LAWYER, YOU BEAR RESPONSIBILITY FOR THE CONTENT AND ADVICE RENDERED TO YOUR

CLIENT.

Issued by: Sarah Yong Li Hsien, Chairperson, Bar Council Technology, Cyber and Privacy Laws Committee
Should you have any enquiries, please contact: Norazila Ismail (Kimmy) (norazila@malaysianbar.org.my); or Corina Robert Mangharam (corina@malaysianbar.org.my)
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